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Need ifor Reconcepiualization of Human
Riglis in the Digital Era: An Explainer

‘The emergence and evolution of ‘digital’ rights have challenged

ano transformed the more traditional understanding of human
rights. Undoubtedly, the digital arena is an indispensable tool

for the larger public. However, we often come across
information on how digital technologies are increasingly
undermining buman rights. Data collection, privatization,
surveillance, and security are some of the issues that affect our
digital rights. ‘But what about the ripple effect caused by our
digital rights on our human rights?

Our lives are now controlled by digital
technologies that influence our judgments and
have a bearing on our decisions, freedom, and
perception of things. Digital technology has
transformed the means through which human
rights are both exercised and violated by
affecting our freedom of speech and expression,
association, right to privacy, and right against
harassment.
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The right to privacy has to include the right to
have secure encryption implemented. The right
not to be profiled has to include freedom from
bulk surveillance and the right to Reep one’s
personal data protected. The right to personal
safety and security ought to include the right to
be protected from the leak and abuse of one’s
personal data. Therefore, in order to fully regulate
and protect human rights in the digital era, there
is an urgent need for the re-conceptualization of
human rights.
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Do You Know?

Under internationally accepted

human rights principles, it is the Certain non-state entities that

duty of the Government to act as a
protector against violation of
human rights while at the same
time ensuring that it doesn’t violate
the rights themseluves.

Non-state actors (organizations
that are not controlled, funded, or
directed by the Government) yield a
considerable amount of influence
economically, politically, and
socially in the digital era.
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act like gatekeepers control the
presence and flow of
information and wield a lot of
power over the public sphere
and, therefore, have a lot of
democratic significance.

It is important to ask whether
private entities should have the
right to control the actions of the
public at large as it impacts the

human rights of citizens.



https://www.universal-rights.org/blog/do-digital-technologies-hurt-or-support-human-rights/
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.cnbc.com/2019/01/16/fourth-industrial-revolution-explained-davos-2019.html
https://www.cam.ac.uk/cammagazine/humanrightsinadigitalage
https://www.hrw.org/news/2016/03/25/digital-disruption-human-rights
https://en.wikipedia.org/wiki/Non-state_actor
https://hr.un.org/sites/hr.un.org/files/editors/u604/Human%20rights%20actors%20in%20the%20digital%20information%20ecosystem.pdf
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‘In India there is an ongoing debate about the power of
social media companies and OTT platforms to restrict and
regulate content versus the idea of such platforms being
under direct Government oversight. ‘There is a copundrum
with regards to the protection and fulfillment of human
rights wherein digital ecosystems have started affecting and
attempting to regulate human rights despite being non-state
actors.
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Status ofF Currents Laws

The Draft Data Protection Bill, 2018 allowed data
regulators to decide whether to report a data breach or
not, along with the processing of personal data without
consent of the person in question.

The Personal Data Protection Bill, 2019 allows the
Gouernment to exempt some of its agencies from some
or all the provisions of the law making it even more
dangerous in its operability. This raises a huge red flag
on how the right to privacy would be guaranteed to all
citizens.

Addressina the Challenge

Given the fact that the digital realm is
ubiquitous, the protection of human rights and
adherence to the rule of law in the digital
sphere is an absolute necessity in today’s age.
The principles of the UDHR, where everyone
has the right to life, liberty, and security, must
now transcend to the virtual realm, and there
ought to be a Universal Declaration of Digital
Rights to afford better protection to the human
rights of citizens.

Do You Ke

Know? Contention

Access to digital
platforms and the
internet is a necessity;
howeuver, currently, in

Protection of human
rights in the 21st
century will rest on

India, there is no policies’ abilit.g i
effective law to protect apply enduring

the human rights of human rights

people on such principles in the
platforms. digital context.
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https://www.gatewayhouse.in/digital-rights/
https://www.gatewayhouse.in/digital-rights/
https://www.newindianexpress.com/opinions/2020/aug/01/data-protection-culture-in-india-adequate-2177653.html
https://www.hrw.org/news/2014/12/23/human-rights-digital-age

